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To adversary: cost >> benefit

However, this goes both ways:

Defenses ought to be worth the effort

Equifax paid << $1-5 / user in fines 

of attack to adversary

 A system is “secure” if
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A typical  remote system
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proves Pr == Pt

Remote
program Pr

Trusted 
Witness

measures

✔
Pt (Isecret)

containerencrypt

Trustworthy identity

Attestation &
Key Agreement

“SOFTWARE 
ATTESTATION”

Isecret

Trusted 
program P

t

trusts

Secret 
input Isecret
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SRE

Integrity

Confidentiality

Measurement

Ie
U

Oe

container e

Ee
Ae

entropy Ie
R

system state 𝛔

“the adversary”

enclave ≔ container with SRE

+

+

Abstract 
Platform (tap)

“TRUSTED ABSTRACT 
PLATFORM”
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“measurement”

Measurement describes 
an enclave’s initial state
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Given (𝜏, 𝜑) : 
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⇒ SRE
(𝜏,𝜑)

Integrity

Confidentiality

Measurement

+

+

enclave

Observation function 𝜑
Ae, Ie, Oe

at any time

E0 (initial)
but what else? 

Exceptions?
Page tables?

Cache misses?
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⇒ SRE
(𝜏,𝜑)

Integrity

Confidentiality

Measurement

Given (𝜏, 𝜑) : 
+

+

enclave

mess with Ae, Ie
Destroy e

create other enclaves

Tamper relation 𝜏

→ 

Result of state changes:
Cache hit/miss?

Page fault?
etc.
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CPU μcode / HW

Hypervisor

Trusted
Process

OS

Process Process

OS

VM boundary

BIOS

Library

Process boundary

Secret 
input Isecret

Pt (Isecret)

Isecret

Pt (Isecret) ✔
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CPU μcode / HW

Hypervisor

Trusted
Process

OS

Process Process

OS

VM boundary

BIOS

Library

Process boundary

SSH

Rent CPU 
time

~90+ processes on 
a fresh Linux VM
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CPU μcode / HW

Hypervisor

OS

Process Process

OS

BIOS

Library

Process boundary

Trusted
Process

Intel ~2013: ~16 KiB ?

Coreboot: ~256 KiB

Linux > 36 M. LOC

OpenSSL : ½ M. LOC

Apache: 1½ M. LOC

Xen: ½ M. LOC

VM boundary

>100 CVEs / year

>10 CVEs / year
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CPU μcode / HW

Hypervisor

OS

Process Process

OS

BIOS

Library

Process boundary

Trusted
Process

VM boundary
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CPU μcode / HW

Hypervisor

OS

Process Process

OS

VM boundary

BIOS

Library

Trusted
Process

Process boundary
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Core0 Core1

Shared $

Private $

DRAM

Core0

Private $

Receiver Transmitter

Processes compete for cache lines;
contention can be observed
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Core
0

Core
1

Shared $

Private 
$

Private 
$

DRAM

Lines cached by descheduled 
processes can persist in the LLC

Replacement 
metadata

Transmitter
(not scheduled)

Affecting 
replacement

Receiver
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Access Transmit Receive

🔑 🔑
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Access Transmit Receive

🔑🔑

(𝜏,𝜑) : 



22Demand scheduling

Access Transmit Receive

🔑🔑
Common
Resource

Limited
Resource

❌
❌

❌
❌

(𝜏,𝜑) : 
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𝜏OS: change anything

The OS may be trusted but is it trustworthy? 
But the OS is trusted not to do this

𝜑OS: see everything

Linux > 36 M. LOC
>100 CVEs / year

𝜏PROC: change own state
- Change shared mem
- Syscalls to OS
- Use shared resources

𝜑PROC: - see own state
- see shared state
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i$ d$

CPU
1

i$ d$

CPU
0

LLC

DRAM 
Controller

i$ d$

CPU
1

i$ d$

CPU
0

DRAM

devices n’ 
stuff



- Expensive I/O
- No copy-on-write

Protection domain ≔
isolated set of machine 

resources
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i$ d$

CPU
1

i$ d$

CPU
0

LLC

DRAM 
Controller

i$ d$

CPU
3

i$ d$

CPU
2

devices n’ 
stuff

DRAM
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TLB PTW

VA

PA

Remove cached translations 
when policy changes

+ A few gates and regs
+ No freq. decrease

- TLB cold start overhead
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i$ d$

CPU
1

i$ d$

CPU
0

LLC

DRAM 
Controller

i$ d$

CPU
3

i$ d$

CPU
2

devices n’ 
stuff

DRAM

purge when scheduling
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i$ d$

CPU
1

i$ d$

CPU
0

 LLC

DRAM 
Controller

i$ d$

CPU
3

i$ d$

CPU
2

DRAM

devices n’ 
stuff

   

Partition the LLC
- Internal fragmentation

Already often 
done for QoS



29

i$ d$

CPU
1

i$ d$

CPU
0

LLC

i$ d$

CPU
3

i$ d$

CPU
2

DRAM

devices n’ 
stuff

  

DRAM 
Controller

  

Accesses from different 
domain should not interfere

Over-provision 
NoC
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round robin
Fine grained 
multiplexing

... ...
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i$ d$

CPU
1

i$ d$

CPU
0

LLC

i$ d$

CPU
3

i$ d$

CPU
2

DRAM

devices n’ 
stuff

  

DRAM 
Controller

  

(𝛕,𝞿)

Domains remain isolated
In the steady state, 
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owned

free

dirt
y

R.grant(e) R.clean( )

e.kill( )

R.block( )
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⇒
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Page 
Tables PT

Event 
Handlers

.stack

.data

.text

Ee
0OS

loads

μ(e)

.text .data .stackVA

PTPA
PTWTLB

i$ d$

CPU
1

i$ d$

CPU
0

OS
schedules

Clean when 
policy changes

Each enclave is 
self-sufficient in 
the steady state



...

⇒

SM

e1 e2

...

*

Memory 
& LLC

CPU

Enclave metadata

SM Global state, 🔒

Untrusted SW metadata

i$ d$

CPU
1

i$ d$

CPU
0

 

DRAM 
Controller
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CPU
2
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           DRAM
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...

i$ d$

CPU
1

i$ d$

CPU
0

 

DRAM 
Controller

       

...

LLC

enclaveuntrusted



40

...

i$ d$

CPU
1

i$ d$

CPU
0

        

...

enclaveprivileged
security 
monitor

DRAM 
Controller

LLC
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e / A ⇒ isolated SM ⇒ not isolated

- TLB Invariant
- $ Partitioning
- NoC Partitions
- Exclusive memory

safe to speculate freely

- Only fetch in SM
- Serialize every

load instruction

disable speculation



Pr == Pt
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(☞ﾟヮﾟ)☞

Hi, is this
P

t
?

Trusted first party A trustworthy system

Great, here are all 
my secrets

☜(ﾟヮﾟ☜)

Ye olde internet

Yeah. I’m in an enclave, 
too. Here’s proof

enc Pt (I)

enc I

TRUSTED CODE:
Witness: ~4K LOC (200 + crypto)
Attestation: ~4 K LOC (crypto)
SM:  ~5 K LOC

SRE next to a 
MALICIOUS OS

Trusted 
program P

t

trusts

P
r

Overhead ~5-20%

Nearly zero overhead for untrusted SW
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Generate random B, compute gB
M = {gA, gB, metadata,                   },

signed with with         *.

Manufacturer

Sanctum HW

Security Monitor
(SM)

Sanctum 
computerRemote 

user

Select primes p, g.

Generate random A

Compute (gA mod p)

p, g,
(gA mod p)

M

Both parties now

share a secret key: K

Does remote user trust

metadata,       ,           ?

Compute symmetric key
K = (gB)A mod p Compute symmetric key

K = (gA)B mod p

Private key 
corresponding to 

a well-known 
public key

enclave

Diffie Hellman to establish a private 
channel with remote enclave
(discrete log crypto, or elliptic curve 
where {gA, gB} → GAB is hard.) Send

Send
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( The SM’s authority allows for local attestation 
without cryptographic signatures)

Enclave A Enclave Bmailbox

SM

1

2

send_mail
get_mail

1
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Enclave A
Signing 
Enclave

OS

( sign the nonce and A’s 
measurement)

SM

( Use a special enclave for attestation →
SM does not require rigorous privacy )

get_key

1
2

1

nonce

2

send_mail
get_mail

mailbox

mailbox

nonce



50

CPU
reset

RNG

RAM
ROM

device 
secret

I/O

Trusted 
Computing 
Base (TCB)

exclusive 
access by CPU run @ reset

This looks 
like a toy, but: 



device
secret

KDF
Compute 

PK
Erase CPU

Erase 
RAM

Load e 
image

run 
witness

Clean up

reset enclave
e image

SK
D

PK
D

size

E0

hash μ(e)

KDF SKe PKe

Compute 
PK

*

Sign (     ) 

endorsement

endorsement
μ(e)
SKe

PKe

PKD

51run E0

~4000 LOC (200 + crypto)
~1 mS on a prototype + RAM erase
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CPU
reset

RNG

RAM
ROM

device 
secret

I/O

size

E0

endorsement
μ(e)
SKe

PKe

PKD

...

Ee

(𝜏emb, 𝜑emb)

...

(Ie, Oe)
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𝜎0

s0

R

𝜎1

s1

𝜎2

s2

𝜎3

s3
. . .

. . .

. . .

. . .⇝
TAP

“REFINEMENT”

Embedded 
SoC (sx)

Trusted Abstract 
Platform (𝜎)

R R R

②① 

⇝
TAP

⇝
TAP

⇝
TAP

⇝
SoC

⇝
SoC ⇝

SoC
⇝

SoC

s0 → 𝜎0
R

⇝
SoC

 → {⇝
TAP 

, Ø}R
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0: a ← memory[ptr*]
1: if a != 0, goto 5
2:   secret ← 42
3:   a ← memory[secret]
4:   a ← a+1
5: lfence
   ...

wait

consider this (very)
hypothetical program:

waiting on 
memory

0

1 2

5

correctly  speculated

This may take a while, 
on a cache miss

3 4

waiting on 
memory

0

1 2

5

This may take a while, 
on a cache miss

3 X

mis-speculated!

OR
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byte s = *secret;
byte * sp = 4096*s;
byte T = *sp;

transmitter

accessor

🔑

🔑

Blatant 
violation 
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if (x < size) {
  y = B[ A[x]* 256];
}

accessor

transmitter

Untrusted 
input

🔑
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// program
// with an
indirect_branch()
// keeps on
// going

// attacker-owned snippet
transmitter
accessor

Mis-predict target

🔑


