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"SECURITY” AS RISK MANAGEMENT

A system is “secure” if

To adversary: cost >> benefit
of attack  toadversary

However, this goes both ways:

Defenses ought to be worth the effort

Fquifax paid << $1-5/ user in fines



REMOTE EXECUTION (1/3)
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REMOTE EXECUTION (2/3)
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SOFTWARE

REMOTE EXECUTION (3/3) ATTESTATION”
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"TRUSTED ABSTRACT
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MEASUREMENT (1/2)

‘measurement”

" initial state

Measurement describes
an enclave’s initial state
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THREAT MODEL (1/2) Integrity

+ enclave
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THREAT MODEL (2/2)
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CPU pcode / HW
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CPU pcode / HW
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Intel ~2013: ~16 KiB ?

CONSIDER CONFIDENTIALITY (.o 2se o

OF PROCESS DATA (3/9)

Xen: .M. LOC

>10 CVEs / year

Linux>36 M. LOC
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CONSIDER CONFIDENTIALITY
OF PROCESS DATA (0/0)
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CASE STUDY: CAGHES LEAK (1/2)
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CASE STUDY: CAGRES LEAK (2/2)
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GENERALIZED SCHEMA FOR EXFILTRATION VIA A"SIDE CHANNEL
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A GENERALIZED DEFENSE FOR EXFILTRATION VIA A “SIDE CHANNEL
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ISOLATING MUTUALLY DISTRUSTING SOFTWARE
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Linux > 36 M. LOC

THREAT MODEL IN A MODERN SYSTEM >100 CVESs/ year

@°°: see everything t9°: change anything

But the OS is trusted not to do this
The OS may be trusted but is it trustworthy?

7 RO change own state
@ O - see own state - Change shared mem
- seeshared state - Syscallsto OS

- Use shared resources
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PROTECTION DOMA

NS (2/9)
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ASIDE : TLB INVARIANT

ivirtua/ address

(page table root)
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PROTECTION DOMAINS (3/5) ¥ purge when scheduling
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PROTECTION DOMAINS (4/5) ‘*’
CPU, CPU, |||l CPU, CPU,
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PROTECTION DOMA

NS (5/5) F
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ASIDE : PARTITIONING ARBITERS / NETWORKS
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NON-INTERFERENCE BETWEEN PROTECTION DOMAIN
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PROTECTION DOMAINS ARE NOT STATIC

R.block()

e.kill()

R.grant(e) R.clean()



PROTECTION DOMAINS TRANSITIONS (1/4]
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PROTECTION DOMA NS TRANSITIONS (4/4)
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SECURITY MONITOR: MAPPING
ENCLAVES = PROTECTION DOMAINS (1/2)
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SECURITY MONITOR: MAPPING CPU, CPU,
ENGLAVES = PRUTECTION DOMAINS (2/2)[7 7 Tg 11 | [
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SPECULATIVE EXECUTION + PRUTECTION DUMAINS =2 (1/2)

untrusted

enclave




SPECULATIVE EXECUTION + PROTECTION DOMAINS =2 (2/2)
P;’Q;Ziiid - i cPU, enclave
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$ d$ i$ d$
X X
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1
A o0
Controller
S - 40




SPECULATIVE EXECUTION + PROTECTION DOMAINS =7 (3/3)

e/A = solated SM = not isolated
- TLB Invariant ; .
- $ Partitioning 5 - Onlyfetchin SM
~ NoC Partitions - Serialize every
- Exclusive memory g load instruction

safe to speculate freely disable speculation



TRUSTED CODE:

PUTTING T ALL TOGETHER Witness: ~4K LOC (200 + crypto)
Attestation: ~4 K LOC (crypto)

Trusted e SM: ~5KLOC
program P, P2 Overhead ~5-20% - Yeah.I'minan enclave,
N t too. Here's proof
trusts

Trusted first party A trustworthy system
Ye olde internet
Great, here are all SRE nexttoa
my secrets MALICIOUS OS

Nearly zero overhead for untrusted SW



THIS PAGE IS INTENTIONALLY LEF T BLANK
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Private key

AUTHENTICATED KEY AGREEMENT ot

Manufacturer public key
hard Sanctum HW
— - Send =
Select primes g, N @
f Security M
Generate random A ( ) eC”r;gM)O”'

Compute ( ) \ #%@ ......... ,

Generate random B, compute ¢

metadata, D,. / M = {g”, g°, metadata, & }

___________________________________________________________________ | Slgned — Q}\ x
Compute symmetric key e YT .

--------

________

= (g®)" mod Both parties now Compute symmetrlc key

44
share a secret key: K K=(2")®mod p



EMBEDDED
ENCLAVE

\‘ at each reset event...

( initialize )
N

( clean up )

( trusted witness )
A

-

Erase registers

ROM
A

Erase RAM

e

set up a stack

Measure enclave
Hsw = hash(e)

Compute SKp

e S

RAM
A

no

Erase stack

2

T
reesessssssatstsrasssssssssmmsaasssson

e ————————————————

A

©)

(zero)

erased
stack
(zero)

a=:(
Sl

enter enclave...

g, n g

g%, PKsw,

answ(a*,9°),
signp(Hsw,PKsw) )

channel via g*¢

Trusted first party

Trusts
pKDr HSW

Selects
g, nA

Computes g*

Verifies a
Computes g*®

-4
Trusts

Private trusted

PKsw, g*°
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at each reset event...

P

is thi: no
yes

SM

LOADED AT BOOT

Al

Erase RAM

\_

set up a stack

Measure enclave
Hgy = hash(e)

Compute SK,

yes
preaBnt
no
Compute PKgy
Compute SKgy
Compute PKgy

Signo(Hsw,PKsw)

( initialize )

N

( trusted witness )
A

signing enclave copies SKsy via get_key()

(zero)

L €

(
-~ Erase stack (zero)
) 2 erased
c | stack
g Send IPCs |—1 Wait for IPC (zero)
o=

N
~
X o

enter enclave...

SM's protection domain

signing enclave's

protection domain



SECURITY MONITOR COMMANDS

: emulated [ emulate | —
trap/interrupt (—instruction instruction R
catastrophic
AL 5 g(\)/lé%et +, even? AEX dicl)e%aste
no
enclave yes p——
(St harter | Vet e
while an enclave P Smsachan)
is scheduled ) \_2 call —>auth§orize —§>/ock _"I{gthlggg?_’cgfa,}%e
v ' ' unlock y
unauthorized concurrent  bad state ok
) emulated — ] emulate | — resume
trap/interrupt (" Tinstruction instruction

catastrophic
sy g g\)/lél%et +> eveng

( SM handler
while the OS
is scheduled )

oS
\ delegate to
event OS handler

(transaction)

SM API j
— ca//D —>authorize —lock *‘;ggggg?_’cgt‘?arl‘%e

' v v unlock y
unauthorized concurrent  bad state ok
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LOCAL ATTESTATION (1/2)

y4

send_mail || » 14 >\
get_mail
Enclave A mailbox 4 1 ‘\
-

Enclave B

( The SM’s authority allows for local attestation
without cryptographic signatures)
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LOCAL ATTESTATION (2/2)

send_

mail

OS

Enclave A

]

%

M (‘?\ get_key
nonce
/’ | get_mail
mailbox i (QS
Signing
@ D Enclave
18
: () M= &
mailbox B 2
( sign the nonce and A’s

( Use a special enclave for attestation —

SM does not require rigorous privacy )

measurement)
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This looks
like a toy, but:

= opentitan

“THE WITNESS™ : IMPLEMENTING MEASUREMENT (1/2)

reset
............................ CPU = || ~—RNG
Trusted
T ¢ Computing
>< Base (TCB)
/O 4/ | |
device
ROM, secret
RAM
exclusive

access by CPU run @ reset 0



“THE WITNESS™ : IMPLEMENTING MEASUREMENT (2/2)

reset enclave
............ ; e image
Erase CPU s A N device Compute )
v ........... PK .............. KDF — SKD lDK_> PKD
e PRy [secret
RAVM — g 'lée ............ Compute
oad e ........... 'U(e(j KDF —» SKe — PK —> PK
Image endorsement.
run size hash =+ u(e)
Ot [
witness . E N Sign (&) \'
Cleanup | : ——
; endorsement

~4000 LOC (200 + crypto)
runk ~1 mS on a prototype + RAM erase @ 51




SRE OF AN "EMBEDDED™ ENCLAVE (1/2)

RNG |

RAM

"\

PK,

PK.

SK._

ue)

endorsement

size

Eq

> E,




SRE OF AN "EMBEDDED"™ ENCLAVE (2/2) ‘REFINEMENT”

Trusted Abstract
Platform () > : ~> > . o
GO 0'1 —_— 0’2 — » 0'3
R R R R
S *— 7S — S 1 S

Fmbedded .. 1 7 e g

0]
@ SoC (s) @
S

R R
7 G V»SoC — {QTAP’ Q} 53



SPECULATION UNDERMINES INTEGRITY (1/4)

consider this (very)

hypothetical program:

1 a « memory[ptr*]
: 1if a !'= 0, goto 5
secret « 42

a « a+1

0
1
2
3: a « memory[secret]
4
5

\

correctly speculated

OR

/ ............................................................................
1 te-p 2 e T TR T » X

mis-speculated!
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transmitter

Blatant
violation , accessor “-----..
A
byte s = *éééféfy
%byte * sp = 4096*s;
byte .
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SPECULATION UNDERMINES INTEGRITY (3/4)

Untrusted
2 input
v
1f (x < 81ze), { decessor
y =-B[ A[x]* 2506];
} A
v

,o - transmitter



%&andirect branch ()

SPECULATION UNDERMINES INTEGRITY (4/4)

// program
// with an

// keeps on
// going

Mis-predict target

attacker-owned snippet = dccessor
// PP <--- transmitter ’@
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