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Introduction

Public-key (or asymmetric) cryptography (PKC):
* RSA
¢ (hyper-)elliptic curve cryptography ((H)ECC)
® post-quantum crypto (PQC)

Design, prototype and evaluate hardware/software (HW/SW) for PKC:
e HW: computation units, accelerators, crypto-processors

e SW: libraries, generators for HW, dedicated compiler for our processors

Objectives:
® high speed, reduced silicon area and energy consumption
® protections against side-channel and fault-injection attacks (SCA/FIA)
e HW: FPGA and ASIC implementations
® SW: embedded processors implementations
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Elliptic Curve Cryptography (ECC)

Elliptic curve over GF(p):
E: y>’=x3+ax+b

Curve points representation:

® P =(x,y) affine coordinates
@ many field inversions

® P=(x,y,z,...) redundant coordinates
@ significantly faster (e.g., Jacobian)

Scalar multiplication:

Q=[KP=P+P+---+P
k times

where P € E and k = (knflknfg ... k1k0)2

Good and complete presentation in [14] and [10]
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Scalar Multiplication

Q=[KIP=P+P+---+P e PcE
k tz:lles ° k= (kn—lkn—2---k1k0)2

Double-and-add scalar multiplication algorithm:

1. Q« 0O

2: for i from n—1to 0 do

3 Q+ [2]Q (DBL)
4 if Kk =1then Q+ Q+ P (ADD)
5: return Q

® scans each bit of k and performs corresponding curve-level operation
® average cost: 0.5nADD + nDBL (security == ~ 0.5n ones in k)

Arnaud Tisserand. CNRS —Lab-STICC 4/20



Side Channel Attacks
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[ Scalar multiplication operation |
(ADD(P,Q)] ( DBL(P) ] for /i from 0 to t—1 do

if k=1 then Q = ADD(P,Q)
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Side Channel Attacks

key exchange

signature
etc
[K]P
(Scalar multiplication operation
ADD(P Q DBL(P for i from 0 to t—1 do
if k=1 then Q= ADD(P,Q)
P = DBL(P)
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Side Channel Attacks
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(Scalar multiplication operation

for / from 0 to t—1 do
if k=1 then Q= ADD(P,Q)
P = DBL(P)
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Side Channel Attacks
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(Scalar multiplication operation

for / from 0 to t—1 do
if k;=1 then Q= ADD(P,Q)
P = DBL(P)
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Side Channel Attacks
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(Scalar multiplication operation
ror i from 0 to t—1 do

if k=1 then Q = ADD(P,Q)
P — DBL(P)

® simple power analysis (& variants)
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key exchange

signature
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Side Channel Attacks
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o 056 1.08 163 23 289 356 41 4.69
clock cydle x10!

(Scalar multiplication operation

for /i from 0 to t—1 do
if k=1 then Q = ADD(P,Q)
P = DBL(P)

® simple power analysis (& variants)
e differential power analysis (& variants)
® horizontal/vertical /templates/. . . attacks
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Software vs Hardware Support
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Activity in a Processor
Operation to be executed: r + x + al[i]

data/op.

time

e AS: ALU status

® PIS: fetch, decode, pipeline management, bypasses, memory hierarchy, branch
predictor, monitoring, etc.
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Activity in a Processor
Operation to be executed: r + x + al[i]
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time
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Activity in a Processor
Operation to be executed: r + x + al[i]

signals

data/op.
[ % la[i]‘ {LD Rl,RQ]

time
+

{ADD R3,R1,R4]

e AS: ALU status

® PIS: fetch, decode, pipeline management, bypasses, memory hierarchy, branch

predictor, monitoring, etc.
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Activity in a Processor
Operation to be executed: r + x + al[i]

signals

data/op.
[ % la[i]‘ {LD Rl,RQ]

time

[ . ] {ADD R3,R1,R4]

B

e AS: ALU status

® PIS: fetch, decode, pipeline management, bypasses, memory hierarchy, branch

predictor, monitoring, etc.
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Activity in a Processor
Operation to be executed: r + x + al[il
signals
data/op. state
[ X la[i]] {LD Rl,RQ] { processor internal state (PIS) }

time

[ + ] {ADD R3,R1,R4H processor internal state (PIS) ]

r { processor internal state (PIS) ]

e AS: ALU status

® PIS: fetch, decode, pipeline management, bypasses, memory hierarchy, branch
predictor, monitoring, etc.
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Our Processor Specifications

key exchange

signature

protocol level

curve level
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Our Processor Specifications

¢ Performances = hardware (HW)

' » dedicated functional units
signature > internal parallelism

key exchange

e Limited cost (embedded systems)
> reduced silicon area
> low energy (& power consumption)
P large area used at each clock cycle

P+P
ADD(P,Q)] { DBL(P) ]

o
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Our Processor Specifications

¢ Performances = hardware (HW)

» dedicated functional units
> internal parallelism

key exchange

signature

e Limited cost (embedded systems)

——————————————— > reduced silicon area
> low energy (& power consumption)
P large area used at each clock cycle

® Flexibility = software (SW)
P curves, algorithms, representations
(points/elements), k recoding, ...

> at design time / at run time
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Our Processor Specifications

¢ Performances = hardware (HW)

» dedicated functional units
> internal parallelism

key exchange

signature

e Limited cost (embedded systems)

——————————————— > reduced silicon area
> low energy (& power consumption)
P large area used at each clock cycle

® Flexibility = software (SW)
P curves, algorithms, representations
(points/elements), k recoding, ...

> at design time / at run time

® Security against SCAs = HW
) > secure units (Fom, )
> secure key storage/management
» secure control
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Processor Architecture
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Processor Architecture

FU>

FU;
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Processor Architecture

processor

register
file
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Processor Architecture
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Processor Architecture

CTRL

key mng.

processor

register
file
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Processor Architecture

CTRL

code

mem.

key mng.

processor
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file
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Processor Architecture

processor
oh
S E register
CTRL mem. >, g.
9 file
interconnect
FU FU, FU3
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Processor Architecture

: processor
| 11

: \A A bD y

i €= code £ .

! CTRL mem. > reg.lster

! 2 file

i \ I N 2 %)

: interconnect

= Ry = FU, = FU;

Data: w-bit (32,...,128) except for k digits, control: a few bits per unit
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Processor Architecture

S processor
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___________________________________________________

Data: w-bit (32,...,128) except for k digits, control: a few bits per unit
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Unprotected
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Unprotected

Protected

Overhead:
Area/time < 10%
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Protected Processor for Fom
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Key Management Unit

ki
R A
NT CTRL | |
£ i I
0 K :
=< ! key !
T i recoding E

.__T_ ______________

¢ On-the-fly recoding of k: binary, A-NAF (A € {2,3,4,5}), variants
(fixed/sliding), double-base [6] and multiple-base [7] number systems
(w/wo randomization), addition chains [20], other 7

e Specific private path in the interconnect (no key leaks in RF or FUs)
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Double-Base Number System

Standard radix-2 representation:

t—1
k=) k2'= [kea|kia]| | ke | ki | ko |t explicit digits
i=0
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Double-Base Number System

Standard radix-2 representation:
ot—1 ot=2 22 o1 20 implicit weights

t—1
k=) k2'= [kea|kia]| | ke | ki | ko |t explicit digits
i=0

Digits: k; € {0,1}, typical size: t € {160,...,600}
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Double-Base Number System

Standard radix-2 representation:

t—1 ot—1 ot=2 | 22 21 20 implicit weights
k=) k2'= [kea|kia]| | ke | ki | ko |t explicit digits
i=0

Digits: k; € {0,1}, typical size: t € {160,...,600}

Double-Base Number System (DBNS):

n—1
k= K23k =
j=0
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Double-Base Number System

Standard radix-2 representation:

t—1 ot—1 ot=2 | 22 21 20 implicit weights
k=) k2'= [kea|kia]| | ke | ki | ko |t explicit digits
i=0

Digits: k; € {0,1}, typical size: t € {160,...,600}

Double-Base Number System (DBNS)

Kn_1 k1 ko n (2,3)—terms
k= Z K243k =1 ap_q | --- ai ao | explicit “digits”
=i | =c°c by by | explicit ranks

aj,bj €N, kie{l}orkc{-1,1}, sizen~logt
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Double-Base Number System

Standard radix-2 representation:
ot—1 ot=2 22 o1 20 implicit weights

t—
k=) k2'= [kea|kia]| | ke | ki | ko |t explicit digits

Digits: k; € {0,1}, typical size: t € {160,...,600}

Double-Base Number System (DBNS)

Kn_1 k1 ko n (2,3)—terms
k = Z k2230 =| ap_q | ... a1 a0 | explicit “digits”
=i | =c°c by by | explicit ranks

aj,bj €N, kie{l}orkc{-1,1}, sizen~logt

DBNS is a very redundant and sparse representation: 1701 = (11010100101);
1701 = 24341458 = 203542136 = (1,0,5),(1,1,6)
= 1728—27 = 20332033 — (1,6,3),(—1,0,3)
= 7204972 = 203642235 —  (1,0,6),(1,2,5)
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Randomized DBNS Recoding of the Scalar k
(On-the-fly DBNS random recoding for the scalar k

encrvption randomly recode windows of the scalar k on-the-fly:
yPHo! 14253 143522 1428532
signature | control number of reductions (+—) and expansions (—)

bloCK il time

k| | I~ ] I

possible rules recoding rules

[ADD(P,Q)] [ DBL(P) ] { TPL(P) ] [EOi:ntTtpip(lri)n)g:o F;Derj_tlifl P}
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Randomized DBNS Recoding of the Scalar k
(On-the-fly DBNS random recoding for the scalar k

encrvption randomly recode windows of the scalar k on-the-fly:
yPHo! 14253 143522 1428532
signature | control number of reductions (+—) and expansions (—)

k| 1] I

possible rules recoding rules

random choice -y recoded k; (,ki+1)

[ADD(P,Q)] [ DBL(P) ] { TPL(P) ] [EOi:ntTtpip(lri)n)g:o F;:?rj_tlifl P}
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Randomized DBNS Recoding of the Scalar k

(On-the-fly DBNS random recoding for the scalar k )
randomly recode windows of the scalar k on-the-fly:
14253 143522 1422532 -
control number of reductions (<) and expansions (—)

encryption

signature

k| 1] I

recoding rules

possible rules

dom choice 2
random choice “---» recoded k; (,kit1)

[ADD(P,Q)] [ DBL(P) ] { TPL(P) ] [EOi:“tTgLFELi)n)g ;)F;frj-tsl P}

DBNS is redundant = security
DBNS is sparse = 20-30 % speed *

Ref: [6]
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Register File (=~ Dual Port Memory)

field elements (size > m bits)

\.

4
R

) ¥ ) ( word size (w bits)

vy

x[i] vl r[i]

Control signals: addresses (port A, port B), read/write, write enable
Specific addressing model for I, elements through an intermediate address
table with hardware loop

® linear addresses, SW: LOAD @x = HW: loop x[0], x[1], ... x[¢ — 1]

e randomized addresses (specific PRNG)
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Developed Programming Tools

hardware crypto. . L time
modules lib. VO

configurations

selection

3 4
[ CAD tools ] [ assembler @
Aary
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Developed Programming Tools

now .
hardware crypto. I L time
modules lib. VO Vi1

configurations
e (small compiler )(
-‘-'- %o
i -_,-" Q‘

selection | & .

p 3 \‘ 4

-
[ CAD tools ] [ assembler ] R user
‘Q
‘5
implementation binary .
< » API

Arnaud Tisserand. CNRS —Lab-STICC

16/20



Developed Programming Tools

—
o A now )
hardware crypto. } i e
| lib.
modules e VO V1 V2
configurations
v
e N\
%%%%%% small compiler (—)[ Sage ]

-
selection [ &~ %

! Lo
[ CAD tools ] [ assembler ] \,‘ @

implementation binary .
— 5
€ » API
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PAVOIS Integrated Circuit

lwimm L1 11 1

ol i _ o = o =

ECC 256 bits

GF(p) with p configurable
65 nm CMOS

1.5mm
algo. & arith. protections
basic layout obfuscation

2
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Cryptoprocessors for HECC

Program
Memory
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Our Long Term Objectives

Study the links between:
area 1
® cryptosystems
® arithmetic algorithms
® [, pts representations delay 1
® architectures & units —_—
® circuit optimisations )
ener
to ensure &y 1

® high security against
P theoretical attacks
» physical attacks

low design cost

low silicon cost

low energy(/power)

high performances security

® high flexibility
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The end, questions ?

Contact:

® mailto:arnaud.tisserand@univ-ubs.fr

® http://www-labsticc.univ-ubs.fr/~tisseran
e CNRS
Lab-STICC, Centre Recherche UBS
Rue St Maudé. BP 92116. 56321 Lorient cedex, France

Thank you
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